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CVE-2014-6271 (CVSSH:AE10.0)
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bash 4.3 Patch 26 X O LLLRTD/N— 5 >
bash 4.2 Patch 49 KO NLIRTD/N—2 5 >
bash 4.1 Patch 13 X O LLLHTD/NN— 5 >
bash 4.0 Patch 40 X O LLRTD/NN— 5 >
bash 3.2 Patch 53 KO LLLRTD/N— 5 >
bash 3.1 Patch 19 K UNZENLIFTDO/N— 3
bash 3.0 Patch 18 KU LLARID/N— g

AWegatE 1 Ibash D EREE A OMMHI KT A ETTN, UTFTOY 7 by =7 #F|HL T
WAHEAIZY BE— P BX O — BB A2 T 5 aREENH Y £9° CRIZHOWTIEA o~
H—F v MEHTERLZ T AREERH D £9),

OpenSSH (3%)

httpd (Apache HTTP Server) (%)

mod_cgi (3%)

mod_cgid (3%)

dhclient
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® Firefox (JLiEMERE. 7 N4 FHEE)
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® mod_php

® mod_python
® mod_perl
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S env x="() { :;}; echo vulnerable’ bash -c “echo this is a test”
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vulnerable

this is a test
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bash: warning: x: ignoring function definition attempt
bash: error importing function definition for "x'

this is a test
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bash 4.3 Patch 27 K ONZNLLRTOD/N— 5 >
bash 4.2 Patch 50 X O ENLRTON—T 3
bash 4.1 Patch 14 K OFNLIRTONRR— g >
bash 4.0 Patch 41 K OFNLIgTONRR— g >
bash 3.2 Patch 54 K ONFNLIHIO NN—V 5
bash 3.1 Patch 20 X ONEFLLIRTD/A— 3
bash 3.0 Patch 19 X ONELLIRTD/A— 3
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JPCERT [GNU bash®fifgg5 42 B3 5 fegst |
http://www.jpcert.or.jp/at/2014/at140037.html

IPA/JVN [GNU BashiZOSz~> KA v ¥ =7 v a »Ofigsit)
http://jvn.jp/vu/JVNVU97219505/

IPA Tbash®fEgsttxt # 2>\ T (CVE-2014-6271 %%) |
https://www.ipa.go.jp/security/ciadr/vul/20140926-bash.html

Bash Code Injection Vulnerability via Specially Crafted Environment
Variables (CVE-2014-6271, CVE-2014-7169)
https://access.redhat.com/articles/1200223

demonstration of CVE-2014-7186 ShellShock vulnerability
https://lists.gnu.org/archive/html/bug-bash/2014-09/msg00238.html
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